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In the case of a large natural disaster or other emergency, governments, private organizations 
and employers often need to share individuals’ personal information.  Unfortunately, in those 
times, many public bodies and organizations are uncertain about how to share information in a 
way that complies with the law, which can create unnecessary confusion and delay.   
 
In order to effectively manage information sharing during an emergency, it is critical to have a 
plan in place before that emergency strikes.  To 
assist private organizations and public bodies to 
create plans for information sharing before, during 
and after an emergency in a way that comply with 
privacy law, the Office of the Privacy Commissioner 
of Canada, in consultation with the Office of the 
Information and Privacy Commissioner for B.C. 
(OIPC) and the other privacy oversight offices across Canada, has developed a Privacy 
“Emergency Kit”.   
 

Sharing Personal Information during an 
Emergency in British Columbia 

 
When private organizations and public bodies consult the Privacy “Emergency Kit” to develop 
their policies for information sharing in an emergency, it is critical to know what personal 
information British Columbia law authorizes them to disclose. This information is not in the 
Privacy “Emergency Kit”, so the OIPC has outlined examples of legal authority to do so below. 
 
The Freedom of Information and Protection of Privacy Act (FIPPA) applies to public bodies, 
such as ministries and other government agencies.  Under FIPPA, public bodies may disclose 
personal information about an individual during an emergency in some circumstances.  Some 
of the sections in FIPPA that may allow a public body to disclose personal information during 
an emergency include: 

 
• When there are compelling circumstances 

that affect an individual’s health or safety 
(s. 33.1(1)(m)).   

• When another Act authorizes that disclosure 
(s. 33.1(1)(c)). 

• When the public body has obtained consent 
from an individual to disclose that information 
in an emergency situation (s. 33.1(1)(b)).  

 
 
For example, after an earthquake, a local public body may wish to post lists of survivors 
currently staying in emergency shelters to the public so family members can search for their 
loved ones.  The local public body could create a form to obtain consent from the survivors to 
post that information in a way that complies with s. 33.1(1)(b) of FIPPA in advance of the 
emergency.  On that consent form, the public body should only collect the minimum amount of 
information necessary to allow families to reconnect.  

It is critical to have a plan in 
place before an  

emergency strikes 

The Freedom of Information 
and Protection of Privacy 

Act (FIPPA) applies to public 
bodies, such as ministries 

and other government 
agencies 
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The Personal Information Protection Act (PIPA) applies to private-sector organizations, such 
as businesses and non-profits.  Under PIPA, organizations may disclose personal information 
about an individual during an emergency in some circumstances.  Some of the sections in 
PIPA that may allow an organization to disclose personal information during an emergency 
include: 
 

• When the information is necessary for the medical treatment of an individual who 
cannot give consent (s. 18(1)(b)). 

• When the disclosure is clearly in the 
interest of an individual and consent 
cannot be obtained in a timely way 
(s. 18(1)(a)).  

• When the disclosure is for the purpose of 
contacting next of kin or a friend of an 
injured, ill or deceased individual 
(s. 18(1)(l)).   

• When the disclosure is required or authorized by law (s. 18(1)(o)). 
 
For example, if an employee is unconscious after an emergency, the employer may provide 
personal information to first responders as outlined in s. 18(1)(b) of PIPA.  However, that 
employer must limit the amount of information he or she provides to what is necessary for the 
medical treatment of the employee.  
 
Public bodies and private-sector organizations should carefully review the requirements of the 
provisions in FIPPA and PIPA and the Privacy “Emergency Kit” when developing their 
emergency information-sharing plans.   
 
The Privacy “Emergency Kit” is available at: www.priv.gc.ca/index_e.asp 
 

For more information: 

 
• Emergency Management British Columbia: http://www.pep.bc.ca/index.html  

• Practice Tool for Exercising Discretion: Emergency Disclosure of Personal Information 
by Universities, Colleges and other Educational Institutions: 
http://www.oipc.bc.ca/guidance-documents/1464 

 

The Personal Information 
Protection Act (PIPA) 

applies to private-sector 
organizations, such as 

businesses and  
non-profits 

https://www.priv.gc.ca/index_e.asp
http://www.pep.bc.ca/index.html
http://www.oipc.bc.ca/guidance-documents/1464
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Privacy Emergency Kit  
 
Uncertainty around the sharing of personal information in an emergency situation can result 
in unnecessary confusion and delays. The consequences of failure can be significant. This 
has been documented in reviews of the handling of situations such as the Asian Tsunami in 
2004 and Hurricane Katrina in 2005.   
 
Privacy laws should not be considered a barrier to appropriate information sharing, nor 
should they be used as an excuse for inaction. There is a variety of public and private sector 
privacy legislation at the federal, provincial and territorial levels. These laws govern the 
collection, use and disclosure of personal information and all of them contain provisions to 
allow for the sharing of personal information in the event of an emergency. 
 
This guidance is aimed primarily at decision-makers in organizations that are subject to 
federal privacy laws, but the practices outlined here are largely applicable to organizations 
in other jurisdictions.  
 
This guidance was developed by the Office of the Privacy Commissioner of Canada in 
consultation with the privacy oversight offices in Alberta, British Columbia, Manitoba, New 
Brunswick, Newfoundland and Labrador, Northwest Territories, Nova Scotia, Nunavut, 
Ontario, Prince Edward Island, Saskatchewan and Yukon. It was developed following the 
Resolution on Data Protection and Major Natural Disasters, which was adopted at the 33rd 
International Conference of Data Protection and Privacy Commissioners in November 2011. 
 
The purpose of the guidance is to help organizations enhance the timeliness and content of 
communications during an emergency while giving people confidence that their personal 
information will be handled appropriately. It contains: 
 
 

 

Frequently Asked Questions About Emergencies and Legal Authorities for Sharing 
Personal Information 

 
Before an Emergency: A Checklist for Appropriate Handling of Personal Information 

 
During an Emergency:  A Checklist for Appropriate Handling of Personal Information 
After an Emergency: A Checklist for Appropriate Handling of Personal Information 

 Privacy in the Time of a Pandemic: Fact Sheet for Employees (October 2009) 
 Privacy in the Time of a Pandemic: Guidance for Employers (October 2009) 
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Frequently Asked Questions about Emergencies and 
Legal Authorities for Sharing Personal Information1

1. What’s an emergency? 

 

 
In 2011, federal, provincial and territorial Ministers approved the second edition of An 
Emergency Management Framework for Canada, which defines an emergency as “a present or 
imminent event that requires prompt coordination of actions concerning persons or property to 
protect the health, safety or welfare of people, or to limit damage to property or the 
environment.” Emergencies can be natural, technological or human-induced; examples include 
floods, earthquakes, hazardous material spills, cyber security incidents, pandemics and 
terrorism. 

2. Who’s in charge? 
 
Within Canada’s constitutional framework, the provincial and territorial governments and local 
authorities provide the first response to the vast majority of emergencies.  The federal and 
provincial/territorial governments have complementary roles in emergency management, and 
each jurisdiction has emergency management legislation articulating its responsibilities. If an 
emergency threatens to overwhelm the resources of any individual province/territory, the federal 
government may intervene at the specific request of the province/territory.  Local governments 
bear a large part of the responsibility for emergency management because of delegated 
authority and because they are often closest to the event.   
 
Under the Emergency Management Act, Public Safety Canada is responsible for exercising 
leadership relating to Emergency Management in Canada by developing programs, policies and 
activities in support of emergency management.  As such, a variety of resources on emergency 
management have been developed.  The federal response for events affecting the national 
interest is coordinated by the Government Operations Centre (GOC) on behalf of the 
Government of Canada. The GOC fulfills its role by providing the Government of Canada and 
emergency management organizations at the federal, provincial and territorial levels with 24/7 
watch and early response, national-level situational awareness and inter-jurisdictional response 
coordination. 
 
A Pan-Canadian Public Health Network was established by Canada’s federal, provincial and 
territorial Health Ministers in 2005 to help governments work together on public health issues, 
strengthen Canada’s public health capacity and respond to public health events and threats. 

                                                
1 FAQ 1 and 2 were prepared in consultation with Public Safety Canada. For more information please visit 
www.ps-sp.gc.ca. 

http://www.publicsafety.gc.ca/prg/em/emfrmwrk-2011-eng.aspx�
http://www.publicsafety.gc.ca/prg/em/emfrmwrk-2011-eng.aspx�
http://www.publicsafety.gc.ca/prg/em/index-eng.aspx�
http://www.publicsafety.gc.ca/prg/em/goc/index-eng.aspx�
http://www.phn-rsp.ca/About_e.html�
http://www.ps-sp.gc.ca/�
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3. Are there laws that deal with sharing personal information by 
government institutions in an emergency?  

Yes. Whether it is at the federal, provincial or municipal level, there is typically an exception to 
consent in privacy legislation that allows disclosure of personal information without consent 
where “required” or “authorized” by law. “Public interest” disclosure provisions give authority to 
disclose records where there are specific grounds to believe it is in the public interest to do so. 

In order to determine the specific rules and exceptions that apply for lead agencies and assisting 
organizations in an emergency, it is best to verify the consent requirements of your particular 
jurisdiction. The rules for disclosing personal information under the federal Privacy Act and under 
the Personal Information Protection and Electronic Documents Act (PIPEDA) in an emergency 
situation are set out in sections 3(a) and 3(b) below.  

Local governments often have emergency measures/management bylaws that would include 
authorities to collect, use and disclose information, including personal information. For example, 
municipal by-laws may include authority to: 

 prepare lists of fatalities, casualties and missing persons; 
 co-ordinate response with victims, including families of deceased persons; 
 co-ordinate care for persons with special needs; 
 identify persons/organizations to contribute to emergency response; 
 notify next of kin in the event a municipal employee is injured, missing or killed; and 
 identify persons/organizations to receive recognition for contributions to emergency 

response.   
 
Medical officers of health may have extraordinary powers that override privacy legislation in a 
pandemic.  Also, public health acts may have provisions which override privacy laws in an 
emergency. 
 
At the federal level, the Emergency Management Act of 2007 covers information sharing with 
other levels of government as well as the private sector.  Among other things, the legislation 
addresses a challenge of modern emergency management by giving the Minister of Public Safety 
authority to facilitate the authorized sharing of information in order to enhance emergency 
management.  The Department of Public Safety and Emergency Preparedness Act allows the 
sharing of information to promote public safety objectives. 
 
The Canadian Radio-television and Telecommunications Commission (CRTC) has developed an 
approach to implement both emergency alert services and telephone-based community 
notification services.  For example, the CRTC has determined that it is in the public interest to 
allow public authorities to use the telephone numbers and associated addresses contained in 911 
databases to improve the effectiveness of telephone-based emergency public alerts, also known 
as community notification services.  
 
 
 

http://www.priv.gc.ca/resource/prov/index_e.cfm�
http://laws-lois.justice.gc.ca/eng/acts/P-21/index.html�
http://laws-lois.justice.gc.ca/eng/acts/P-8.6/�
http://www.laws.justice.gc.ca/eng/acts/E-4.56/page-1.html�
http://laws-lois.justice.gc.ca/eng/acts/P-31.55/page-2.html�
http://www.crtc.gc.ca/�
http://www.crtc.gc.ca/eng/com100/2007/r070228.htm�
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a) How can personal information be disclosed under the federal 
Privacy Act in an emergency?                                                                                                                                                                                                                                                                                                                                                                          

 
The federal Privacy Act requires approximately 250 federal government agencies to respect the 
privacy rights of individuals for the collection, use and disclosure of their personal information. 
  
While obtaining the individual’s consent for the disclosure of their information is the general rule, 
the federal Privacy Act is not a barrier to appropriate sharing of personal information by federal 
government institutions in an emergency where consent cannot be obtained. Section 8 of the 
Privacy Act outlines certain express exemptions which allow for disclosure without consent, for 
example, for any purpose that is in accordance with any Act of Parliament or regulation.   

The Privacy Act also allows for “public interest” disclosures of personal information in limited 
circumstances. Section 8(2)(m) of the Act permits “disclosure of personal information without 
the consent of the individual where, in the opinion of the head of the institution: (i) the public 
interest in disclosure clearly outweighs any invasion of privacy that could result from the 
disclosure; or (ii) disclosure would clearly benefit the individual to whom the information 
relates.” 

The broad discretion to disclose in the public interest lies with the head of the government 
institution. In making this determination, the head must weigh the public interest in disclosure 
relative to the invasion of privacy that could result from the disclosure. The exercise of such 
discretion must be made in good faith, in accordance with principles of natural justice and based 
on considerations that are related to the statutory purpose. 

Although the federal Privacy Act specifies that the federal institution needs to notify the Privacy 
Commissioner in advance of the public interest disclosure, it also recognizes that in certain 
matters, time is of the essence. Where it is not reasonably practicable for the head of the 
government institution to inform the Commissioner before the purported disclosure, notification 
to the Commissioner must be made as soon as possible after the fact.  

b) How can personal information be disclosed under Personal 
Information Protection and Electronic Documents Act (PIPEDA) in 
an emergency? 

 
PIPEDA is federal privacy legislation that applies to the private sector. There is substantially 
similar legislation to PIPEDA in Alberta, British Columbia, Quebec. There is also substantially 
similar legislation, with respect to health information custodians, in New Brunswick, 
Newfoundland and Labrador and Ontario.  
 
In general, disclosing personal information under PIPEDA should be done only with the 
knowledge and consent of the individual.    

http://laws-lois.justice.gc.ca/eng/acts/P-21/index.html�
http://laws-lois.justice.gc.ca/eng/acts/P-8.6/�
http://laws-lois.justice.gc.ca/eng/acts/P-8.6/�
http://www.oipc.ab.ca/pages/home/default.aspx�
http://www.oipc.bc.ca/�
http://www.cai.gouv.qc.ca/index-en.html�
http://www.gazette.gc.ca/rp-pr/p2/2011/2011-12-07/html/sor-dors265-eng.html�
http://canadagazette.gc.ca/rp-pr/p2/2012/2012-10-10/html/si-tr72-eng.html�
http://www.e-laws.gov.on.ca/html/statutes/english/elaws_statutes_04p03_e.htm�
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Exceptionally, Section 7 of PIPEDA identifies several specific situations where information may be 
collected, used or disclosed without the knowledge or consent of the individual. For example, the 
organization may disclose to a government institution if the institution has made a request for 
the information, identified its lawful authority to obtain the information and the disclosure is 
requested for the purpose of administering any law of Canada or a province (Section 
7(3)(c.1)(iii)). 

The more specific “health and security” disclosure provision in section 7(3)(e) of PIPEDA is fairly 
narrow. This provision allows a disclosure without an individual’s knowledge or consent “to a 
person who needs the information because of an emergency that threatens the life, health or 
security of an individual and, if the individual whom the information is about is alive, the 
organization informs that individual in writing without delay of the disclosure.”  
 
PIPEDA currently does not provide a specific exception that would allow disclosure of personal 
information to the family of an injured, ill or deceased individual unless a person’s life, health or 
security is in danger. 

c)  How do provincial and territorial privacy laws apply in an 
emergency? 

 
Several privacy oversight offices across Canada have developed materials to explain how the 
privacy laws in their jurisdictions apply with respect to the protection of personal information in 
an emergency.  
 
To be directed to this information, please follow the links provided by each jurisdiction: Alberta, 
British Columbia, Manitoba, New Brunswick, Newfoundland and Labrador, Northwest Territories, 
Nova Scotia, Nunavut, Ontario, Prince Edward Island, Saskatchewan and Yukon. 
 
 

For more information, please contact the Office 
of the Privacy Commissioner of Canada: 

 
1-800-282-1376  
www.priv.gc.ca 

 

http://www.oipc.ab.ca/�
http://www.oipc.bc.ca/�
http://www.ombudsman.mb.ca/uploads/document/files/mb-privacy-emergency-kit.pdf�
http://www.info-priv-nb.ca/�
http://www.oipc.nl.ca/resources.htm�
http://www.justice.gov.nt.ca/ATIPP/ATIPPLinks.shtml�
http://foipop.ns.ca/�
http://www.info-privacy.nu.ca/�
http://www.ipc.on.ca/english/privacy/privacy-emergency-kit/�
http://www.oipc.pe.ca/�
http://www.oipc.sk.ca/�
http://www.ombudsman.yk.ca/�
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Before an Emergency 
A Checklist for Appropriate Handling of 
Personal Information  

1. Identify legislative authorities. 

Understand your legislative authority to disclose and under what conditions.  

2. Draft a policy and procedures. 

This will help staff know what they need to do when confronted with a request for personal 
information from a government body, non-governmental organization, individuals or the 
media. 

 

 Specify the purposes: If your organization wishes to be in a position to notify an 
individual’s friends and family about their loved ones in emergency or disaster 
situations, you should include this purpose in your list of purposes for which personal 
information can be used or disclosed and communicate this fact to your 
customers/clients through your consent forms and privacy policy. This will provide 
greater flexibility to disclose personal information to family members and others on 
compassionate grounds in cases where the narrow conditions for exceptional disclosures 
cannot be met. 

 

 Treat sensitive personal information with added care: Recognize that sensitive 
personal information, such as health or financial information, should be handled with 
additional precautions (e.g. additional scrutiny with respect to limiting purposes for 
using the information, ensuring secure storage, etc.).   
 

 Verify the requirements of your particular jurisdiction for disclosing 
information about an individual who is deceased: Privacy laws often set out rules 
governing the ability to act on behalf of the deceased person. Note that there may still 
be a consent requirement for the sharing of personal information even if it relates to a 
deceased person.  

 
For example, the federal Privacy Act, which applies to federal government institutions, 
gives the administrator of the estate certain rights but only for the purposes of 
administering the estate (Section 10 of the Privacy Regulations.)  
 
PIPEDA currently does not provide a specific exception that would allow disclosure of 
personal information to the family of a deceased individual on compassionate grounds. 
The exception only applies if/where a person’s life, health or security is in danger. 
 

http://www.priv.gc.ca/resource/prov/index_e.cfm�
http://www.priv.gc.ca/leg_c/leg_c_a_e.cfm�
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3. Establish a decision-making framework.  

Include a decision-making framework on the release of personal information, in line with the 
organization’s broader emergency policy, to cover legislative requirements and to help guide 
the exercise of discretion in disclosing personal information.  

4. Ensure the quality of your information. 

Take steps to ensure personal information held by your organization is accurate, complete 
and up to date – so it will be of maximum assistance during an emergency.  

5. Establish information sharing protocols where necessary. 
 
If your organization may be in a position to offer assistance, you could establish 
information-sharing arrangements with emergency management organizations (e.g. a local 
government organization) to coordinate action within the limits of the applicable legislative 
authority. 

 
There are several resources that can be consulted on developing information sharing 
agreements, such as the federal Treasury Board Secretariat’s Guidance on Preparing 
Information Sharing Agreements Involving Personal Information and the Government-to-
Government Personal Information Sharing Agreements Guidelines for Best Practice, 
developed by the Privacy Subcommittee on behalf of the Public Sector CIO Council.  

Disclosing organizations should consider the following elements in developing a protocol for 
data sharing in an emergency: 

 Set start and end dates: Be clear about the period during which the data sharing 
arrangements will be in place and set a clear end date. 

 

 Establish who else will have access: Define and limit the other organizations with 
which personal information is to be shared. Ensure that the requesting emergency 
authority explains its reasons for seeking the information.  

 

 Set out the decision-making framework:  Based on the authorities for disclosure, 
establish how the information will be disclosed and who must authorize it.  
 

 Identify the personal information data elements that need to be shared at each 
stage of the authorization process: This will ensure that what is shared is only what 
is required for the purpose.  
 

 Restrict disclosures to those purposes which relate directly to the emergency: 
Clarifying how much information is necessary, and tailoring the disclosure to the actual 
purpose, helps both the disclosing organisation and receiving organisation. 
 

http://www.tbs-sct.gc.ca/atip-aiprp/isa-eer/isa-eer06-eng.asp�
http://www.tbs-sct.gc.ca/atip-aiprp/isa-eer/isa-eer06-eng.asp�
http://www.iccs-isac.org/en/practice/privacy.htm�
http://www.iccs-isac.org/en/practice/privacy.htm�


8 | P a g e  
 

 Request that the information be kept separately from the receiving 
organisation’s existing systems. This will allow it to be securely archived and/or 
disposed of when no longer needed to respond to, or recover from, the emergency.  

 

 Ensure the security of the information: Specify that the personal information must 
be secure while in transit and kept securely stored once received (e.g. encryption, 
technical and administrative access controls.)  

 

 Address destruction/disposal: Set a regime for destruction/disposal of the personal 
information once the information is no longer needed, in compliance with legislative 
obligations.  

 

 Enable access and correction rights: Establish procedures for allowing individuals to 
access and, where necessary, correct their personal information.  
 

 Identify someone to answer questions and respond to complaints: Ensure there 
are policies and procedures to handle complaints and the process by which individuals 
and the Privacy Commissioner will be notified if there is a privacy breach. 

6. Train your people how to respect privacy in an emergency 
situation. 

 
Provide training to the emergency response organization on privacy generally, but also 
specifically on how to deal with privacy in an emergency situation. 
 
Including personal data sharing scenarios in your broader emergency training plans will help 
your organization develop a better understanding of the decisions that may need to be 
made and how to apply the relevant policies and procedures. 

7. Consider how you will make the transition from the official end of 
an emergency to the resumption of normal information handling 
practices. 

Establish procedures to deal with the transition period between the official end to the 
emergency and the resumption of normal information handling practices. Consider that, 
when the official emergency period ends, it is unlikely to mean an end to the extraordinary 
circumstances facing the people, businesses and agencies affected. 

For more information, please contact the Office 
of the Privacy Commissioner of Canada: 

 
1-800-282-1376  
www.priv.gc.ca 
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During an Emergency 
A Checklist for Appropriate Handling of 
Personal Information 
 

1. Consult your privacy policies and procedures and use the decision 
making framework. 

Follow your policy and procedures and use the decision-making framework established 
before the emergency to help guide decisions and actions. Identify and locate the 
individuals in your organization who have the appropriate delegated authority to release 
personal information in exceptional circumstances. 

2. Be responsive and ready to act.  

Not all situations can be planned for and you may decide or be asked to share personal 
information in situations that are not governed by the usual rules and procedures.  
Remember, it is reasonable to share health information to carry out a statutory function 
(like being a first responder) or helping the individual when they are not able to give 
consent.   

For example, someone’s family or friends may ask you whether their loved one was affected 
by, or escaped, the incident or perhaps their whereabouts. If your organization has included 
this purpose in the list of purposes for which personal information can be used, it will 
provide you with flexibility to respond in such situations.  

3. Where there is no information sharing protocol in place, get 
answers on key information handling questions before disclosing 
to another organization. 

 
Ideally, you would have an information sharing protocol in place with the organization 
requesting information, but this is not going to be possible in all situations. Before disclosing 
personal information:  

 Ensure the organization explains its reasons for seeking the personal 
information and its authority to do so. This will give your organization added 
confidence about making the disclosure under your decision-making framework.  

 Minimize the disclosure: Clarify how much personal information is necessary, and 
tailor the disclosure to the actual purpose to minimize the amount of personal 
information to be disclosed. Disclosures of personal information should be restricted to 
those purposes which relate directly to the emergency. This should reflect the approach 
of your information sharing/privacy plan.    
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 Limit the purposes of its use: Ensure that recipients of the information clearly 
understand that the personal information is being disclosed for limited purposes related 
to an emergency only.  

 Ensure sensitive personal information will be treated with additional care: 
Sensitive personal information, such as health or financial information, should be treated 
with additional precautions (e.g. additional scrutiny with respect to limiting purposes for 
using the information and ensuring secure storage).   

 Address security: Ensure that the personal information will be transmitted and stored 
securely to protect it from misuse, loss, unauthorized access, modification or disclosure.  

4. Make an effort to document any disclosures of personal 
information.  

 
Where possible, make a record of any disclosures: 

 the personal information that was disclosed; 

 when it was provided; 

 to whom it was given; 

 the purposes for which it was disclosed; 

 who authorized the transfer; 

 the legislative authority under which it was provided; and 

 any restrictions on how it is to be handled later, such as how long it is to be retained 
and whether it is to be returned. 

5. Notify individuals of any disclosures. 
 
Where possible, notify individuals, or next of kin, in writing about personal information 
disclosed, for emergency purposes, prior to or as soon as possible thereafter. 
 

For more information, please contact the Office 
of the Privacy Commissioner of Canada: 

 
1-800-282-1376  
www.priv.gc.ca 
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After an Emergency 
A Checklist for Appropriate Handling of 
Personal Information 
 
When the official emergency period ends, this is unlikely to mean an end to the 
extraordinary circumstances facing the people, businesses and agencies affected. However, 
it may be difficult to determine the length of time required to keep on following emergency 
procedures related to data sharing.   

1. Consult your privacy policies and procedures on resuming normal 
information handling practices. 

Follow the procedures your organization has established to deal with the transition period 
between the official end to the emergency and the resumption of normal information 
handling practices.  

Organizations should be aware that they may need to continually be assessing whether an 
emergency exists. 

Normal rules and procedures for collecting, using and disclosing personal information should 
resume as soon as possible following the end of the emergency, but the date should be one 
a reasonable person would expect in the circumstances. Notice about resuming normal rules 
should be widely publicized. 

2. Follow up on the information you disclosed. 

Make inquiries to determine whether the information was used correctly, in accordance with 
the legislative requirements and organizational policies.  

3. Evaluate and update your policies and practices as required. 
 

 Review the policies, procedures and training, analyze how effective they were and 
determine whether there is any scope for improvement. 

 Update policies and procedures, protocols, sharing agreements and training with respect 
to privacy practices as required. 

 

 
 
 

For more information, please contact the Office 
of the Privacy Commissioner of Canada: 

 
1-800-282-1376  
www.priv.gc.ca 
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